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HAOEXHDbIE NMAPOJTIA
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HEOBXOOAUMO:

+ Co3paBaTb NepcoHasbHble (YHUKaNbHbIE)
rnaponn K pasHbiM cepBucam

+ Micnonb3oBaTb CNOXHbIE NapPOnn: MUHUMYM 10
CMMBO/I0B, OAHOBPEMEHHO UNMPbI, CTPOYHbIE
W MPOMUCHbIE CUMBO/bI, 3HAKU MYHKTYaLUN 1
Apyrvue CUMBONbI

+ [oBepATb TO/IbKO NMPOBEPEHHbIM
MeHeaXxepam naponeu

BE3OMACHbIN WI-FI

HE PEKOMEHAOYETCA:

Ncnonb3oBaTb NMOBTOPEHUNA CMMBO/IOB

XpaHnTb Naponu Ha 6yMaKHbIX HOCUTENAX

X Wcnonb3oBaTb B Ka4yecTBe napons CBOW NOruH

(MMa nonb3oBaTens, y4eTHas 3anucb, HUKHENM)

CoxpaHAaTb Napo/ib aBTOMaTUYECKM
B Opay3epe

Mcnonb3oBaTbk 6uorpacuyeckyo
MHhopmaumio B napone
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+ OtknounTb 06WKMIA goctyn K ceoen Wi-Fi
TOYKe, AaxKe ecnun y Bac «6e3MMUTHbIN»
NHTepHeT

+ icnonb3oBaTb HageXHbli (CM. Bblle) Napo/b
Anga goctyna K Bawen Wi-Fi Touke

+ [eakTnBnpoBaTb aBTOMaTU4eCKOE
MOAK/NIOYEHME CBOUX YCTPONCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

+ Vlcnonb3oBatb crneunanbHOe NporpaMmMHoe
obecneyeHune (@HTUBUPYC, paclumpeHme ansa
6pay3epa), UToObl n3bexaTb NOCEeLLEeHUN
COMHUTE/bHbIX CalToOB

BBOoOuTL CBOM NOMMH 1 Naposib 4OCTyMNa K
y4YEeTHOW 3anucu (CTpaHuue) nnmn cucteme
6aHKOBCKOro 06C/yXXnBaHua npm
MOAK/IOYEHUN K 6ecnnaTHbIM (OTKPbITbIM)
TouykaMm Wi-Fi B kathe, TpaHcnopTe, TOProBbIx
LeHTpax u T.4.
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X lMNepexoanTb Mo HEMPOBEPEHHbLIM CChIKaM

X BBOAUTb MH(POPMALMIO HA CaillTax, ec/u

coeanHeHune He 3awmieHo (HeT httpsmn a)
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BE3OMACHOCTb 2JIEKTPOHHOW NOYThI

HEOBXOAUMO:

MoakntounTb ABYXhaKTOPHYIO
ayTeHTudumnkaumo

Mcnonb3oBaTb MUHUMMYM 2 TUna e-mail
a[peCcoB: 3aKPbITbI (TONBbKO ANA NPUBSA3KU
YCTPOWCTB 1 CPEeACTB UX 3aLUnTbI) U
OTKPbITbIY (A8 Nepennucku, NoAMUCOK 1 T1.4.)

Mcnonbsosate CMAM-thunbTpbl

YcTaHaBMBaTb NPUMOXEHUS TONTbKO
n3 PlayMarket, AppStore nnn ns
NPOBEPEHHbIX NCTOYHUKOB

O6palatb BHMMaHMe, K KaKUM (PyHKLMAM
ragxeTta NnpunoXxXeHue sanpalwimeaeT 4OCTyn

O6MeHnBaTbCA COOBLLEHNAMN B COLICETAX U
MecceHaXepax, TONbKO NOHOCTLIO
YAOCTOBEPUBLLUNCH B IMYHOCTH
cobecegHunKa, He pearmpys Ha
COMHUTENbHbIE NPOCLOLI N NMPEeANOXEHNSs

3ALLUTA OAHHbIX BAHKOBCKOW KAPTOYKU

XpaHuTb B TaliHe NMUH-KOA KapThbl

MpuKpbIBaTh NafoHbIO KNaBuaTypy npu
BBOAE NUH-KoAa

OcopMnTb OTAENBHYIO KapTy ANs
OHNaMH-MOKYMNOK N He AiepXaTb Ha HeW
60/bLLIME CYyMMbI

Wcnonb3osartb ycnyry «3-D Secure»
N NIMMUTbI HA MaKCUMasbHble CYMMbI
OH/TanH-onepauuni

CkpbITb CVV-Koa Ha KapTe (Tpex3HayHbIn
HOMep Ha 06paTHOM CTOPOHE),
npenBapuUTesibHO COXpaHMB ero
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NCMNOJIb3OBAHUE NPUTTOXXEHUWN, COLCETEN U MECCEHI)XEPOB K@
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HE PEKOMEHAOYETCH:

PearMpOBaTb Ha NnCbMa OT HEU3BECTHOI O
oTnpaBuTend: CKopee BCero 31o cnam mnnu
MOLUEHHUKN

OTKpbiBaTb NOAO3PUTENbHOE BIOXEHUE
K MUCbMY: CHa4yasia NoO3BOHUTE OTNPaBUTENIO
W y3HanTe, 4YTo 3TO 3@ (hann

Pa3amellaTb NepCOHANbHYIO U KOHTaKTHYIO
nHopMaumto o cebe B OTKPLITOM AOCTyNe

Mcnonb3oBaTb ykalaHue reonokauum
Ha ¢poTo B nocrax

OTBeyaTtb Ha 06MAHbIE BblpaXXeHusa
N arpeccuto B COLCETAX — Ny4ylle HanmwuTe
06 3TOM agMUHUCTPATOPY pecypca

Ynotpebnate HEHOPMAaTUBHYIO NEKCUKY
npu obLLeHnn

YcrtaHaBnmBatb NMPUNOXeHNA C HU3KUM
pel71TV|HI'OM n oTpuuate/ibHbIMW OT3biIBAMU
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XpaHUTb NUH-KOA BMECTE C KapToykown /
Ha KapTo4ke

CoobuwaTtb CVV-kog unmn otnpaBnsaTb
ero ¢oto

PacnpocTtpaHaTb CBOM NAcNOPTHbIE AaHHbIe
(MHbOpMaLUMIO NTMYHOrO XapakTepa, HOMep
MOBUNBbHOro TeniedoHa), «NOrnH» N «Naposb»
pocTtyna K cucteme «MHTepHeT-6aHKUHI»

CoobLwaTb gaHHble, NoNy4YeHHble B BUAe
SMS-coobuieHnit, ceaHCoOBbIE Naposn, Koa
aBTopusaumm, naponb 3-D Secure n 1.4.



